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Part 1. Information Security Policy and Requirements
•  Information Security Policy.docx
•  Information Security Management Procedure.docx
•  Information Security Requirements Standard.docx
•  Acceptable Use Policy.docx
•  Remote Working Security Policy.docx
•  Information Security Requirements Register.xlsx
•  Information Security Policy Register.xlsx
•  Policy Review Schedule.xlsx
Part 2. Information Asset and Data Classification
•  Information Asset Management Procedure.docx
•  Data Classification Policy.docx
•  Information Handling Standard.docx
•  Data Retention and Disposal Standard.docx
•  Information Asset Register.xlsx
•  Data Inventory Register.xlsx
•  Data Classification Matrix.xlsx
•  Critical Information Asset Register.xlsx
•  Data Owner Register.xlsx
Part 3. Information Security Risk Management
•  Information Security Risk Management Procedure.docx
•  Information Security Risk Assessment Methodology.docx
•  Information Security Risk Treatment Plan.docx
•  Risk Acceptance Form.docx
•  Security Exception Request Form.docx
•  Information Security Risk Register.xlsx
•  Risk Assessment Worksheet.xlsx
•  Risk Treatment Tracker.xlsx
•  Risk Acceptance Register.xlsx
•  Security Exception Register.xlsx
Part 4. Security Controls and Secure Design
•  Information Security Control Framework.docx
•  Security Requirements Specification.docx
•  Security Design Review Checklist.docx
•  Security Baseline Standard.docx
•  Secure Configuration Standard.docx
•  Cryptography and Key Management Standard.docx
•  Security Control Catalogue.xlsx
•  Security Control Implementation Tracker.xlsx
•  Security Baseline Compliance Checklist.xlsx
•  Secure Configuration Checklist.xlsx
Part 5. Identity, Access, and Privileged Access Security
•  Access Control Policy.docx
•  Access Management Procedure.docx
•  Privileged Access Management Procedure.docx
•  User Access Request Form.docx
•  Privileged Access Request Form.docx
•  Joiner Mover Leaver Security Procedure.docx
•  User Access Register.xlsx
•  Privileged Access Register.xlsx
•  Access Review Tracker.xlsx
•  Access Recertification Checklist.xlsx
•  Joiner Mover Leaver Tracker.xlsx
Part 6. Security Operations and Vulnerability Management
•  1. Security Monitoring Procedure.docx
•  2. Logging and Monitoring Standard.docx
•  3. Vulnerability Management Procedure.docx
•  4. Patch Management Security Procedure.docx
•  5. Malware Protection Procedure.docx
•  1. Security Monitoring Log.xlsx
•  2. Security Event Log.xlsx
•  3. Vulnerability Register.xlsx
•  4. Vulnerability Remediation Tracker.xlsx
•  5. Patch Compliance Tracker.xlsx
•  6. Security Operations Checklist.xlsx
Part 7. Information Security Incident Management
•  1. Information Security Incident Management Procedure.docx
•  2. Security Incident Response Plan.docx
•  3. Security Incident Classification Guideline.docx
•  4. Security Incident Report Form.docx
•  5. Major Security Incident Report.docx
•  6. Post Incident Review Report.docx
•  1. Security Incident Register.xlsx
•  2. Security Incident Timeline Log.xlsx
•  3. Security Incident Action Tracker.xlsx
Part 8. Supplier and Third-Party Security
•  1. Supplier Security Policy.docx
•  2. Supplier Security Management Procedure.docx
•  3. Supplier Security Assessment Questionnaire.docx
•  4. Third-Party Security Requirements.docx
•  5. Third-Party Access Security Procedure.docx
•  6. Supplier Security Exit Checklist.docx
•  1. Supplier Security Register.xlsx
•  2. Supplier Risk Assessment Matrix.xlsx
•  3. Supplier Security Assessment Tracker.xlsx
•  4. Third-Party Access Register.xlsx
•  5. Supplier Review Schedule.xlsx
Part 9. Security Awareness and User Compliance
•  1. Information Security Awareness Plan.docx
•  2. Security Awareness Communication Template.docx
•  3. Phishing Simulation Procedure.docx
•  4. Security Training Attendance Form.docx
•  5. User Security Compliance Declaration.docx
•  1. Security Training Register.xlsx
•  2. Security Awareness Campaign Calendar.xlsx
•  3. Phishing Simulation Results Tracker.xlsx
•  4. User Compliance Tracking Register.xlsx
Part 10. Compliance, Metrics
•  1. Information Security Compliance Procedure.docx
•  2. Internal Security Audit Checklist.docx
•  3. Security Audit Report.docx
•  4. Corrective Action Plan.docx
•  5. Information Security Performance Report.docx
•  6. Security Improvement Plan.docx
•  1. Security Compliance Register.xlsx
•  2. Audit Findings Register.xlsx
•  3. Corrective Action Tracker.xlsx
•  4. Information Security KPI Dashboard.xlsx
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