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Part 1. NIST CSF Program Governance & Strategy
•  NIST CSF Adoption Strategy Document.docx
•  Cybersecurity Governance Charter.docx
•  Cybersecurity Roles & Responsibilities Matrix.docx
•  RACI Matrix for NIST CSF Implementation.docx
•  Cybersecurity Steering Committee.docx
•  NIST CSF Implementation Roadmap.docx
•  Cybersecurity Policy Framework Overview.docx
•  Cybersecurity Risk Appetite & Tolerance Statement.docx
•  Cybersecurity Governance Reporting Framework.docx
•  Annual Cybersecurity Program Plan Template.docx
Part 2. Scope, Context & Current State Assessment
•  NIST CSF Scoping Questionnaire
•  Business Context & Critical Services Mapping Form
•  In-Scope Systems & Assets Register
•  Data Flow Mapping Template
•  Regulatory & Compliance Obligations Register
•  NIST CSF Current Profile Assessment Checklist
•  Stakeholder Analysis & Engagement Plan
•  Initial Cybersecurity Gap Assessment Summary Sheet
Part 3. Asset Management & Business Environment
•  Information Asset Inventory Template.docx
•  Business Process - Asset Mapping Matrix.docx
•  Criticality & Classification Criteria Definition.docx
•  Asset Classification & Labelling Register.docx
•  Business Impact Rating Matrix.docx
•  Ownership & Custodianship Assignment Form.docx
•  IT & OT Environment Overview Sheet.docx
•  Cloud Services & SaaS Register.docx
Part 4. Risk Assessment & Risk Management
•  Cybersecurity Risk Management Policy.docx
•  Cyber Risk Assessment Methodology Document.docx
•  Threat & Vulnerability Identification Template.docx
•  Cyber Risk Register Template.docx
•  Cyber Risk Scoring & Prioritization Matrix.docx
•  Inherent vs Residual Risk Evaluation Sheet.docx
•  Risk Treatment Options & Decision Log.docx
•  Risk Acceptance Form.docx
•  Risk Exception Request & Approval Form.docx
Part 5. Target Profile, Control Selection & Roadmap
•  NIST CSF Target Profile Definition Template.docx
•  NIST CSF Categories & Subcategories Control Mapping Sheet.docx
•  Control Selection & Justification Register.docx
•  Control Implementation Priority & Phasing Matrix.docx
•  NIST CSF Gap Analysis Summary.docx
•  Detailed Remediation Action Plan Template.docx
•  Cybersecurity Improvement Roadmap.docx
•  Budget Estimation Sheet for Cybersecurity Initiatives.docx
Part 6. Protect Function – Policies, Standards & Procedures
•  Access Control Policy.docx
•  Identity & Access Management Standard.docx
•  Privileged Access Management Procedure.docx
•  Authentication & Authorization Standard.docx
•  Data Security Policy.docx
•  Secure Configuration Management Standard.docx
•  Patch & Vulnerability Management Procedure.docx
•  Endpoint Protection & Hardening Guideline.docx
•  Network Security Segmentation Standard.docx
•  Secure Remote Access Procedure.docx
•  Backup & Recovery Policy.docx
•  Change & Configuration Control Template.docx
Part 7. Protect Function - Awareness, Training & Third-Party Controls
•  Cybersecurity Awareness & Training Policy.docx
•  Annual Training Plan for Cybersecurity Awareness.docx
•  Role-Based Security Training Matrix.docx
•  Phishing Simulation Campaign Plan Template.docx
•  Supplier & Third-Party Security Management Policy.docx
•  Third-Party Cybersecurity Risk Assessment Questionnaire.docx
•  Security Requirements for Vendors & Outsourcing Contracts.docx
•  Third-Party Incident Notification & Escalation Requirements Sheet.docx
Part 8. Detect Function - Monitoring, Logging & Detection
•  Security Monitoring & Logging Policy.docx
•  Security Event Logging Standard.docx
•  SIEM Use Case & Correlation Rule Register.docx
•  Baseline Definition for Normal Behavior Template.docx
•  Security Alert Triage & Classification Guideline.docx
•  Daily / Weekly Security Monitoring Checklist.docx
•  Anomaly Detection Register.docx
•  Integration Matrix.docx
Part 9. Respond Function - Incident Management & Communication
•  Cybersecurity Incident Response Policy.docx
•  Incident Classification & Severity Matrix.docx
•  Incident Response Plan (IRP) Master Template.docx
•  Incident Handling Procedure.docx
•  Incident Record Form / Incident Ticket Template.docx
•  Forensic Data Collection Checklist.docx
•  Evidence Handling & Chain-of-Custody Form.docx
•  Communication & Escalation Plan for Security Incidents.docx
•  External Notification Template.docx
•  Post-Incident Review.docx
Part 10. Recover Function - Recovery, Continuity & Improvement
•  Cyber Recovery Strategy Document.docx
•  Recovery Plan Template for Critical Systems.docx
•  Recovery Time Objective (RTO) & Recovery Point Objective (RPO) Register.docx
•  Disaster Recovery Test Plan & Scenario Template.docx
•  Recovery Exercise Results & Gap Log.docx
•  Service Restoration Checklist.docx
•  Post-Recovery Review & Improvement Action Log.docx
Part 11. Metrics, KPIs, Dashboards & Reporting
•  NIST CSF Metrics & KPI Library.docx
•  Cybersecurity KPI Dashboard Template.docx
•  Operational Security Metrics Report Template.docx
•  Monthly Cybersecurity Operations Report.docx
•  Quarterly Risk & Control Effectiveness Report.docx
•  Heatmap for Cyber Risk Exposure.docx
•  Executive Cybersecurity Briefing Pack Template.docx
Part 12. Internal Audit, Maturity Assessment & Management Review
•  NIST CSF Maturity Assessment Checklist.docx
•  Maturity Scoring Model & Rating Criteria.docx
•  Internal Audit Plan for Cybersecurity Controls.docx
•  Audit Working Paper Template.docx
•  Audit Findings & Recommendations Register.docx
•  Corrective Action Plan & Follow-Up Tracker.docx
•  Management Review Meeting Agenda.docx
•  Management Review Minutes Template.docx
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